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What	is	the	7	osi	model	layers.	What	standards	body	developed	the	osi	model.	Who	developed	standards	for	the	osi	reference	model.	What	is	the	main	purpose	of	osi	model.	Who	developed	standards	for	the	osi	reference	model	mcq.	What	are	the	7	layers	of	osi	model	and	their	functions.	Osi	model	iso	standards.	Is	osi	model	used.

There	are	n	numbers	of	users	who	use	computer	network	and	are	located	over	the	world.	So	to	ensure,	national	and	worldwide	data	communication,	systems	must	be	developed	which	are	compatible	to	communicate	with	each	other	ISO	has	developed	a	standard.	ISO	stands	for	International	organization	of	Standardization.	This	is	called	a	model	for
Open	System	Interconnection	(OSI)	and	is	commonly	known	as	OSI	model.	The	ISO-OSI	model	is	a	seven	layer	architecture.	It	defines	seven	layers	or	levels	in	a	complete	communication	system.	They	are:	Application	Layer	Presentation	Layer	Session	Layer	Transport	Layer	Network	Layer	Datalink	Layer	Physical	Layer	Below	we	have	the	complete
representation	of	the	OSI	model,	showcasing	all	the	layers	and	how	they	communicate	with	each	other.	In	the	table	below,	we	have	specified	the	protocols	used	and	the	data	unit	exchanged	by	each	layer	of	the	OSI	Model.	Feature	of	OSI	Model	Big	picture	of	communication	over	network	is	understandable	through	this	OSI	model.	We	see	how
hardware	and	software	work	together.	We	can	understand	new	technologies	as	they	are	developed.	Troubleshooting	is	easier	by	separate	networks.	Can	be	used	to	compare	basic	functional	relationships	on	different	networks.	Principles	of	OSI	Reference	Model	The	OSI	reference	model	has	7	layers.	The	principles	that	were	applied	to	arrive	at	the
seven	layers	can	be	briefly	summarized	as	follows:	A	layer	should	be	created	where	a	different	abstraction	is	needed.	Each	layer	should	perform	a	well-defined	function.	The	function	of	each	layer	should	be	chosen	with	an	eye	toward	defining	internationally	standardized	protocols.	The	layer	boundaries	should	be	chosen	to	minimize	the	information
flow	across	the	interfaces.	The	number	of	layers	should	be	large	enough	that	distinct	functions	need	not	be	thrown	together	in	the	same	layer	out	of	necessity	and	small	enough	that	architecture	does	not	become	unwieldly.	Functions	of	Different	Layers	Following	are	the	functions	performed	by	each	layer	of	the	OSI	model.	This	is	just	an	introduction,
we	will	cover	each	layer	in	details	in	the	coming	tutorials.	OSI	Model	Layer	1:	The	Physical	Layer	Physical	Layer	is	the	lowest	layer	of	the	OSI	Model.	It	activates,	maintains	and	deactivates	the	physical	connection.	It	is	responsible	for	transmission	and	reception	of	the	unstructured	raw	data	over	network.	Voltages	and	data	rates	needed	for
transmission	is	defined	in	the	physical	layer.	It	converts	the	digital/analog	bits	into	electrical	signal	or	optical	signals.	Data	encoding	is	also	done	in	this	layer.	OSI	Model	Layer	2:	Data	Link	Layer	Data	link	layer	synchronizes	the	information	which	is	to	be	transmitted	over	the	physical	layer.	The	main	function	of	this	layer	is	to	make	sure	data	transfer
is	error	free	from	one	node	to	another,	over	the	physical	layer.	Transmitting	and	receiving	data	frames	sequentially	is	managed	by	this	layer.	This	layer	sends	and	expects	acknowledgements	for	frames	received	and	sent	respectively.	Resending	of	non-acknowledgement	received	frames	is	also	handled	by	this	layer.	This	layer	establishes	a	logical	layer
between	two	nodes	and	also	manages	the	Frame	traffic	control	over	the	network.	It	signals	the	transmitting	node	to	stop,	when	the	frame	buffers	are	full.	OSI	Model	Layer	3:	The	Network	Layer	Network	Layer	routes	the	signal	through	different	channels	from	one	node	to	other.	It	acts	as	a	network	controller.	It	manages	the	Subnet	traffic.	It	decides
by	which	route	data	should	take.	It	divides	the	outgoing	messages	into	packets	and	assembles	the	incoming	packets	into	messages	for	higher	levels.	OSI	Model	Layer	4:	Transport	Layer	Transport	Layer	decides	if	data	transmission	should	be	on	parallel	path	or	single	path.	Functions	such	as	Multiplexing,	Segmenting	or	Splitting	on	the	data	are	done
by	this	layer	It	receives	messages	from	the	Session	layer	above	it,	convert	the	message	into	smaller	units	and	passes	it	on	to	the	Network	layer.	Transport	layer	can	be	very	complex,	depending	upon	the	network	requirements.	Transport	layer	breaks	the	message	(data)	into	small	units	so	that	they	are	handled	more	efficiently	by	the	network	layer.	OSI
Model	Layer	5:	The	Session	Layer	Session	Layer	manages	and	synchronize	the	conversation	between	two	different	applications.	Transfer	of	data	from	source	to	destination	session	layer	streams	of	data	are	marked	and	are	resynchronized	properly,	so	that	the	ends	of	the	messages	are	not	cut	prematurely	and	data	loss	is	avoided.	OSI	Model	Layer	6:
The	Presentation	Layer	Presentation	Layer	takes	care	that	the	data	is	sent	in	such	a	way	that	the	receiver	will	understand	the	information	(data)	and	will	be	able	to	use	the	data.	While	receiving	the	data,	presentation	layer	transforms	the	data	to	be	ready	for	the	application	layer.	Languages(syntax)	can	be	different	of	the	two	communicating	systems.
Under	this	condition	presentation	layer	plays	a	role	of	translator.	It	perfroms	Data	compression,	Data	encryption,	Data	conversion	etc.	OSI	Model	Layer	7:	Application	Layer	Application	Layer	is	the	topmost	layer.	Transferring	of	files	disturbing	the	results	to	the	user	is	also	done	in	this	layer.	Mail	services,	directory	services,	network	resource	etc	are
services	provided	by	application	layer.	This	layer	mainly	holds	application	programs	to	act	upon	the	received	and	to	be	sent	data.	Merits	of	OSI	reference	model	OSI	model	distinguishes	well	between	the	services,	interfaces	and	protocols.	Protocols	of	OSI	model	are	very	well	hidden.	Protocols	can	be	replaced	by	new	protocols	as	technology	changes.
Supports	connection	oriented	services	as	well	as	connectionless	service.	Demerits	of	OSI	reference	model	Model	was	devised	before	the	invention	of	protocols.	Fitting	of	protocols	is	tedious	task.	It	is	just	used	as	a	reference	model.	The	Open	Systems	Interconnect	(OSI)	model	is	a	conceptual	framework	that	describes	networking	or
telecommunications	systems	as	seven	layers,	each	with	its	own	function.The	layers	help	network	pros	visualize	what	is	going	on	within	their	networks	and	can	help	network	managers	narrow	down	problems	(is	it	a	physical	issue	or	something	with	the	application?),	as	well	as	computer	programmers	(when	developing	an	application,	which	other	layers
does	it	need	to	work	with?).	Tech	vendors	selling	new	products	will	often	refer	to	the	OSI	model	to	help	customers	understand	which	layer	their	products	work	with	or	whether	it	works	“across	the	stack”.The	7	layers	of	the	OSI	modelThe	layers	are:	Layer	1—Physical;	Layer	2—Data	Link;	Layer	3—Network;	Layer	4—Transport;	Layer	5—Session;
Layer	6—Presentation;	Layer	7—Application.It	wasn’t	always	this	way.	Conceived	in	the	1970s	when	computer	networking	was	taking	off,	two	separate	models	were	merged	in	1983	and	published	in	1984	to	create	the	OSI	model	that	most	people	are	familiar	with	today.	Most	descriptions	of	the	OSI	model	go	from	top	to	bottom,	with	the	numbers
going	from	Layer	7	down	to	Layer	1.	The	layers,	and	what	they	represent,	are	as	follows:Layer	7	-	ApplicationThe	Application	Layer	in	the	OSI	model	is	the	layer	that	is	the	“closest	to	the	end	user”.	It	receives	information	directly	from	users	and	displays	incoming	data	to	the	user.	Oddly	enough,	applications	themselves	do	not	reside	at	the	application
layer.	Instead	the	layer	facilitates	communication	through	lower	layers	in	order	to	establish	connections	with	applications	at	the	other	end.	Web	browsers	(Google	Chrome,	Firefox,	Safari,	etc.)	TelNet,	and	FTP,	are	examples	of	communications		that	rely		on	Layer	7.Layer	6	-	PresentationThe	Presentation	Layer	represents	the	area	that	is	independent
of	data	representation	at	the	application	layer.	In	general,	it	represents	the	preparation	or	translation	of	application	format	to	network	format,	or	from	network	formatting	to	application	format.	In	other	words,	the	layer	“presents”	data	for	the	application	or	the	network.	A	good	example	of	this	is	encryption	and	decryption	of	data	for	secure
transmission;	this	happens	at	Layer	6.	Layer	5	-	SessionWhen	two	computers	or	other	networked	devices	need	to	speak	with	one	another,	a	session	needs	to	be	created,	and	this	is	done	at	the	Session	Layer.	Functions	at	this	layer	involve	setup,	coordination	(how	long	should	a	system	wait	for	a	response,	for	example)	and	termination	between	the
applications	at	each	end	of	the	session.Layer	4	–	TransportThe	Transport	Layer	deals	with	the	coordination	of	the	data	transfer	between	end	systems	and	hosts.	How	much	data	to	send,	at	what	rate,	where	it	goes,	etc.	The	best	known	example	of	the	Transport	Layer	is	the	Transmission	Control	Protocol	(TCP),	which	is	built	on	top	of	the	Internet
Protocol	(IP),	commonly	known	as	TCP/IP.	TCP	and	UDP	port	numbers	work	at	Layer	4,	while	IP	addresses	work	at	Layer	3,	the	Network	Layer.	Layer	3	-	NetworkHere	at	the	Network	Layer	is	where	you’ll	find	most	of	the	router	functionality	that	most	networking	professionals	care	about	and	love.	In	its	most	basic	sense,	this	layer	is	responsible	for
packet	forwarding,	including	routing	through	different	routers.	You	might	know	that	your	Boston	computer	wants	to	connect	to	a	server	in	California,	but	there	are	millions	of	different	paths	to	take.	Routers	at	this	layer	help	do	this	efficiently.Layer	2	–	Data	LinkThe	Data	Link	Layer	provides	node-to-node	data	transfer	(between	two	directly	connected
nodes),	and	also	handles	error	correction	from	the	physical	layer.	Two	sublayers	exist	here	as	well--the	Media	Access	Control	(MAC)	layer	and	the	Logical	Link	Control	(LLC)	layer.	In	the	networking	world,	most	switches	operate	at	Layer	2.	But	it’s	not	that	simple.	Some	switches	also	operate	at	Layer	3	in	order	to	support	virtual	LANs	that	may	span
more	than	one	switch	subnet,	which	requires	routing	capabilities.Layer	1	-	PhysicalAt	the	bottom	of	our	OSI	model	we	have	the	Physical	Layer,	which	represents	the	electrical	and	physical	representation	of	the	system.	This	can	include	everything	from	the	cable	type,	radio	frequency	link	(as	in	a	Wi-Fi	network),	as	well	as	the	layout	of	pins,	voltages,
and	other	physical	requirements.	When	a	networking	problem	occurs,	many	networking	pros	go	right	to	the	physical	layer	to	check	that	all	of	the	cables	are	properly	connected	and	that	the	power	plug	hasn’t	been	pulled	from	the	router,	switch	or	computer,	for	example.Why	you	need	to	know	the	7	OSI	layersMost	people	in	IT	will	likely	need	to	know
about	the	different	layers	when	they’re	going	for	their	certifications,	much	like	a	civics	student	needs	to	learn	about	the	three	branches	of	the	US	government.	After	that,	you	hear	about	the	OSI	model	when	vendors	are	making	pitches	about	which	layers	their	products	work	with.	In	a	Quora	post	asking	about	the	purpose	of	the	OSI	model,	Vikram
Kumar	answered	this	way:“The	purpose	of	the	OSI	reference	model	is	to	guide	vendors	and	developers	so	the	digital	communication	products	and	software	programs	they	create	will	interoperate,	and	to	facilitate	clear	comparisons	among	communications	tools.”While	some	people	may	argue	that	the	OSI	model	is	obsolete	(due	to	its	conceptual
nature)	and	less	important	than	the	four	layers	of	the	TCP/IP	model,	Kumar	says	that	“it	is	difficult	to	read	about	networking	technology	today	without	seeing	references	to	the	OSI	model	and	its	layers,	because	the	model’s	structure	helps	to	frame	discussions	of	protocols	and	contrast	various	technologies.”If	you	can	understand	the	OSI	model	and	its
layers,	you	can	also	then	understand	which	protocols	and	devices	can	interoperate	with	each	other	when	new	technologies	are	developed	and	explained.	The	OSI	model	remains	relevantIn	a	post	on	GeeksforGeeks,	contributor	Vabhav	Bilotia	argues	several	reasons	why	the	OSI	model	remains	relevant,	especially	when	it	comes	to	security	and
determining	where	technical	risks	and	vulnerabilities	may	exist.For	example,	by	understanding	the	different	layers,	enterprise	security	teams	can	identify	and	classify	physical	access,	where	the	data	is	sitting,	and	provide	an	inventory	of	the	applications	that	employees	use	to	access	data	and	resources.“Knowing	where	the	majority	of	your	company’s
data	is	held,	whether	on-premises	or	in	cloud	services,	will	help	define	your	information	security	policy,”	writes	Bilotia.	“You	can	invest	in	the	correct	solutions	that	provide	you	data	visibility	within	the	proper	OSI	layers	once	you	have	this	knowledge.”In	addition,	the	OSI	model	can	be	used	to	understand	cloud	infrastructure	migrations,	particularly
when	it	comes	to	securing	data	within	the	cloud.And	because	the	model	has	been	around	for	so	long	and	understood	by	so	many,	the	uniform	vocabulary	and	terms	helps	networking	professionals	understand	quickly	about	the	components	of	the	networking	system	“While	this	paradigm	is	not	directly	implemented	in	today’s	TCP/IP	networks,	it	is	a
useful	conceptual	model	for	relating	multiple	technologies	to	one	another	and	implementing	the	appropriate	technology	in	the	appropriate	way,”	Bilotia	writes.	We	couldn’t	agree	more.How	to	remember	the	OSI	Model	7	layers	–	8	mnemonic	tricksIf	you	need	to	memorize	the	layers	for	a	college	or	certification	test,	here	are	a	few	sentences	to	help
remember	them	in	order.	The	first	letter	of	each	word	is	the	same	as	the	first	letter	an	OSI	layer.From	Application	to	Physical	(Layer	7	to	Layer	1):	All	People	Seem	To	Need	Data	ProcessingAll	Pros	Search	Top	Notch	Donut	PlacesA	Penguin	Said	That	Nobody	Drinks	PepsiA	Priest	Saw	Two	Nuns	Doing	PushupsFrom	Physical	to	Application	(Layer	1	to
Layer	7):Please	Do	Not	Throw	Sausage	Pizza	AwayPew!	Dead	Ninja	Turtles	Smell	Particularly	AwfulPeople	Don’t	Need	To	See	Paula	AbdulPete	Doesn’t	Need	To	Sell	Pickles	AnymoreKeith	Shaw	was	a	Network	World	editor	and	the	writer	of	the	Cool	Tools	column.	He	is	now	a	freelance	writer	and	editor	from	Worcester,	Mass.	Join	the	Network	World
communities	on	Facebook	and	LinkedIn	to	comment	on	topics	that	are	top	of	mind.	Copyright	©	2022	IDG	Communications,	Inc.
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